MANAGED SECURITY SERVICES
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at-tend - fo look affer:
take charge

Most companies do not have the budget
necessary to staff the type of qualified feam
required fo maintain an exfensive security
program and architecture on a 24x7 basis.
Many companies make the mistake of staff-
ing a few security professionals who work

5 days a week from 8-5, leaving the network
unmonitored 15 hours of every working day
and 48 hours over the weekend. Security
attacks occur around the clock and from

any time zone therefore you need to have

a security team that is able to monitor and
respond accordingly.

Companies using Secure DNA Helix Attender
services have seen a 20-30% reduction in
security operation staffing costs, increased
their ability o actively monitor their
systems and networks on a 24x7 basis,

and increased the maturity of their
security operafing processes. SONA can

provide you with cost effective

tools and on-demand access to the
professionals necessary fo achieve
your compliance and business goals.
Let us handle your information security
so you can focus on taking care of

your business.
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information security components (Firewalls, 105, IPS', SIEM's, Routers,

allows organizations to have their core

Switches, VPN's, Content Monitors, Email Servers, Log Devices, etc.) managed
and monitored by our cerfified infrusion analysts and engineers on a 24x7 basis
at a fraction of the cost it would fake to staff an equivalent level of support
in-house. These services can be augmented with access fo our team of trained
forensic and incident response personnel far those fimes when a security event
escalates fo a security incident.

is a unique combination of our Vulnerability & Risk Assessment
services and our PCl ASV certfified SONA scanning services. These services include our “System
Security - DNA Health Check” an automated quarterly assessment allowing you to chart your
progress and threat profile, obtaining an updated view of your security posture. As part of your
System Security - DNA Health Check you will be assigned expert vulnerability analysts to work with
you on an angoing basis in inferpreting the results of the scans and assisting with remediation
guidance. Your network, employees and risks change more than once a year - your vulnerability
assessments should happen more often than once a year as well.

uses state-of-the-art commercial, open source, and SONA
propriefary technology, to identify vulnerabilities in your web applications, the area of greatest
exposure in most organizations today. The results of your scans are reviewed by our team of web
application security experts and researchers allowing you to gain insight into application security
vulnerabilities that may expose your organization fo undue risk. This service can be augmented with
focused source code testing and analysis performed by our SONA weh security analysis team.

is backed by our proprietary Helix Log Analyzer (HLA), a
security event correlation solution which processes logs and alerts from all major enterprise server
and security devices. Through various carrelation algorithms, the HLA provides you with intelligent
information about your network. Combined with our Managed Network Security services the HLA
alerts can be analyzed by our expert MS5 infrusion analysts to give you round the clock monitoring
and profection. While SONA MSS experts can monitor any major SIEM we recognize that not all
organizations can afford the high price tag associated with these products. By leveraging our cost
effective HLA solution more organizations can transition away from just event monitoring and
experience the power of security event correlation.



